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Abstract:
Quantum cryptography promises security based only on the laws of physics. This promise
reaches its most spectacular realization in the field of device-independent quantum
cryptography, where security is achieved even if the devices used by the communicating parties
are manufactured by an adversary. In this talk, I will present the first device-independent
protocols for the fundamental cryptographic task of randomness amplification. The task is to
obtain secure private random bits starting from single weak sources of randomness. This task is
known to be impossible classically, while quantum non-local correlations enable its possibility.
The protocol can amplify any non-deterministic source with the Santha-Vazirani structure into a
fully random source, tolerates a constant rate of error, and has its correctness based solely on
the assumption of no-signaling between the devices, an assumption justified by Einstein's
Special Relativity. I will also discuss foundational research into aspects of quantum non-local
correlations that enable these applications as well as exciting future prospects for quantum
device-independent cryptographic protocols against relativistic adversaries for randomness
amplification, expansion, key distribution, and secret sharing.
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