
Abstract:

The increasing volume and variety of digital evidence encountered in a criminal investigation 
is both a help and a hindrance: whilst it is now more difficult for suspects to hide all traces of 
their crimes, it is also more difficult for investigators to keep track of the location and 
significance of potential evidential sources. Because of this, connections between disparate 
artefacts may not be made and so vital evidence is missed. The use of the Digital Evidence 
Semantic Ontology (DESO) is proposed to address this issue. 

This talk will first use real-life examples from cases the speaker has investigated to illustrate 
the problem and explain why current tools and techniques are not addressing the issue. It 
will then describe DESO – which provides an index to a repository of known digital evidence 
artefacts which are classified according to the location that they are found and the 
information they represent. 

DESO will then be demonstrated to show how it can be applied to criminal investigations to 
assist lines of enquiry
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